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Document introduction

This document describes how to install and upgrade the System Configuration Tool (SCT) software
on a desktop or server-class computer. You must uninstall SCT Release 11.0 or earlier software
before you install SCT Release 13.0. For details, see Uninstalling existing SCT release 11.0 or earlier
software. If you install SCT on a server and you do not have an earlier release of SCT installed, first
install or verify that you have a supported version of Microsoft® SQL Server® software. If install
SCT on a Desktop Operating Systems and you do not have a supported version of Microsoft SQL
Server software, the Metasys® System Configuration Tool Setup automatically installs Microsoft
SQL Server 2014 Express. For details, see Verifying your computer has a supported version of SQL
Server software installed.

Summary of changes

The following information is new or revised:

+ 32-bit versions of software and operating systems are no longer supported. See Operating
system requirements.

« The SCT software and Trunk Utility features require license activation at Release 13.0. SCT and
Field Controller packages can be licensed using the Software Activation Manager (SAM) installed
through the SCT installation wizard. For more information on software licensing, refer to the
Software Activation Manager Help (LIT-12012389).

+ Simulation mode is not supported at Release 13.0.

« Support for Standard and Express versions of Microsoft SQL Server® 2016 with SP1 (64-bit),
SQL Server® 2014 with SP2 (64-bit), and SQL Server® 2012 with SP4 (64-bit). See the SQL Server
software section.

+ SCT Pro is installed with SCT, and provides improved workflows for some features. For more
information on accessing SCT Pro, see Browsing to the Metasys UI Offline or SCT Pro. For more
information on the features available in SCT Pro, refer to the SCT Pro User's Guide (LIT-12013035).

Getting started

The Metasys System Configuration Tool Setup is a comprehensive utility that includes several
of the Microsoft Windows® components that SCT requires. The following table outlines which
components and products the Metasys System Configuration Tool Setup installs.
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Table 1: Components installed by the Metasys System Configuration Tool setup

Windows Components Installed

Metasys Products Installed

Microsoft Internet Information Services (IIS)
Microsoft .NET Framework 4.6.1

Microsoft Visual C++ Runtime Libraries
Microsoft Message Queuing (MSMQ)

Microsoft SQL Server® 2014 Express with SP2
(64-bit) - Desktop Operating Systems only. Only
installs if no version of SQL Server is detected.

System Configuration Tool 13.0

SCT Pro 13.0

Metasys User Interface (UI) Offline 4.0
Launcher 1.7

Software Activation Manager
NAE/NIE Update Tool 13.0

Metasys Engine Importer

Package Importer

Metasys SCT databases

Related documentation

The table below provides a list of documents related to SCT software installation.
Table 2: SCT installation and upgrade related documentation

For information on

Document reference

Understanding the Metasys System

Metasys® System Configuration Guide
(LIT-12011832)

Installing and Upgrading the Application and
Data Server (ADS) and Extended Application and
Data Server (ADX) on the SCT Computer

Metasys Server Installation and Upgrade
Instructions (LIT-12012162)

Installing and Upgrading ADS-Lite on the SCT
Computer

Metasys Server Lite Installation and Upgrade
Instructions (LIT-12012258)

Details for Installing and Upgrading SQL Server
Software

SQL Server Software Installation and Upgrade
Instructions (LIT-12012240)

Using the Metasys Launcher

Launcher Tool Help (LIT-12011742)

Knowing the Features, Benefits, and
Specifications of SCT

System Configuration Tool Catalog Page
(LIT-1900798)

Creating Archive Databases, Integrating
Building Networks, and Auto Discovering Points

Metasys® SCT Help (LIT-12011964)

Understanding Security Risks on the Network

Network and IT Guidance Technical Bulletin
(LIT-12011279)

Understanding Metasys UI Offline

Metasys® UI Offline Help (LIT-12012116)

Understanding SCT Pro

SCT Pro User's Guide (LIT-12013035)

Understanding the NAE/NIE Update Tool and
the Metasys Engine Importer.

NAE/NIE Update Tool Help (LIT-12011524)
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SCT installation and upgrade overview

The Windows operating system that you want to use for SCT software must have the proper
components installed. SCT software does not install or function properly if any of these
components are missing. The Metasys System Configuration Tool Setup installs many of these
prerequisites, but make sure you carefully review the software requirements prior to installation.
Follow the steps outlined in the Detailed procedures section in sequential order to ensure SCT
successfully installs.

You can install SCT Release 13.0 on a computer with a Metasys server that is at Metasys Release 9.0

or later. Metasys servers include the ADS, ADX, ADS-Lite, and ODS. Some important installation rules

to consider are:

* You must uninstall any older stand-alone releases of the NAE/NIE Update Tool before using the
Metasys System Configuration Tool Setup to install SCT Release 13.0.

* You must uninstall SCT Release 11.0 or earlier software before installing SCT Release 13.0. You
must apply any new OS or SQL service pack after the older version of SCT is removed, but before
the new version of SCT is installed.

+ Do notinstall SCT and the Metasys Server software on the same computer if more than 100
network engines are to report to one ADX or ODS. If you have more than 100 engines on the site,
install SCT on a separate computer.

* You can use SCT Release 13.0 to manage devices from Metasys Release 5.2 or later. SCT no longer
requires the Site Director to be of an equivalent release version as the tool.

+ SCT must be installed on a stand-alone system when you use it with a split ADX system. Do not
install SCT on the same computer as the web/application server or data server of a split ADX
system.

SCT installation and upgrade prerequisites

Please note the following:

+ The security database for the SCT application is not available after uninstalling and re-installing
SCT. You must document the existing list of users and add them manually after the latest version
of SCT is installed.

+ SCT software requires 8 GB of available hard disk space. This requirement is to ensure that
enough room exists for future database storage used by SCT.

+ The Metasys System Configuration Tool Setup installs Microsoft .NET Framework versions 3.5.1
and 4.6.1 if they do not already exist on the computer. SCT 12.0 or later requires Windows update
1 (KB2919355) when installing on Windows 8.1 or Windows Server® 2012 R2. This update is a
prerequisite of Microsoft .NET Framework 4.6.1.

+ Install SCT on a dedicated computer to avoid incompatibility issues. Other non-Metasys
applications that use IIS may cause unforseen complications.

* You can use SCT to maintain a variety of release engines from Metasys Release 5.2 to 10.0. The
Site Director must be at an equivalent or greater release version than the highest versioned
engine. For example, if you have a Metasys Release 6.5 engine and a Metasys Release 5.2 engine
in your archive, your Site Director needs to be greater than or equal to Metasys Release 6.5. For
more information, refer to Metasys® SCT Help (LIT-12011964).

* The Ethernet network interface card (NIC) must have a valid connection status for the installation
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to complete successfully. Connect your Ethernet NIC to the powered-up Ethernet hub, switch, or
router or to a live Ethernet network.

The initial login username for the SCT Ul is MetasysSysAgent and it is not case sensitive. For
the MetasysSysAgent default password, contact your local Johnson Controls® representative.
For new SCT installations, you must change the login account password to a valid, complex
password when you log in for the first time. If the currently installed SCT is upgrade eligible, the
MetasysSysAgent password is retained during the upgrade, so you are not prompted to change
the password. For more information about passwords, refer to the Security Administrator System
Technical Bulletin (LIT-1201528).

The NAE/NIE Update Tool is bundled with SCT. When you install SCT Release 10.0 or later
software, the installer also installs the NAE/NIE Update Tool in the background. Separate menu
items are created for both SCT and the NAE/NIE Update Tool under Start > All Programs >
Johnson Controls > Metasys. The SCT installation program creates a Metasys SCT icon on the
computer desktop, but does not create an icon for the NAE/NIE Update Tool. Uninstalling SCT
also uninstalls the bundled NAE/NIE Update Tool. However, because the tool is bundled with SCT,
you cannot separately uninstall the NAE/NIE Update Tool without also uninstalling SCT. The NAE/
NIE Update Tool has no separate entry under the list of installed Windows programs.

If your computer has an older version of the NAE/NIE Update Tool, you cannot upgrade SCT until
you uninstall the older version of the NAE/NIE Update Tool. The releases must match because
the SCT and NAE/NIE Update Tool share the same code base for some upload and download
operations.

The SCT includes some of the same functions as the NxE Information and Configuration

Tool (NCT). For NCT functions to work, open port 9910 (TCP) and port 9911 (UDP) on the SCT
computer. For details about the NCT, refer to NxE Information and Configuration Tool Technical
Bulletin (LIT-1201990). For details about opening ports, see Opening ports and configuring the
Windows Firewall. The SCT and the NCT remain separately installed and maintained tools.

To upload CAFs into the SCT archive, CCT is no longer required to be installed on the same
computer as SCT. The CAF upload feature is only available for network engines at Release 6.0 or
later. At SCT Release 12.0 or later, the Trunk utilities option is available to transfer CAFs to and
from the SCT archive.

Operating system requirements

SCT software is supported on the following Windows operating systems:

Windows® 10 Pro and Enterprise Editions with Creators Update (version 1709) (64-bit)
Windows® 8.1 Pro and Enterprise Editions with Update 1 (64-bit)

Windows® 7 Professional, Enterprise, and Ultimate Editions with SP1 (64-bit)
Windows® Server® 2016 (64-bit)

Windows® Server® 2012 R2 with Update 1 (64-bit)

Windows® Server® 2012 (64-bit)

Notes:

We highly recommend that you do not install Metasys software on a computer that was updated
from an older version of Windows, such as from Windows 7 to Windows 10. This process can
leave behind files and registry settings that may adversely affect the installation of Metasys

6 SCT Installation and Upgrade Instructions



system software. Prepare the computer by performing a clean installation using the Windows
installation media.

* Microsoft SQL Server 2008 and SQL Server 2008 R2 are no longer supported.

The Metasys System Configuration Tool Setup installs Microsoft .NET Framework versions 3.5.1
and 4.6.1. For Windows 8.1, Windows 10, Windows Server 2016, Windows Server 2012, and
Windows Server 2012 R2, a valid connection to Windows Update must be available for the SCT
setup to be successful with the installation of .NET Framework 3.5.1. An error message appears
if the prerequisite is not present. You need to install any missing software prerequisites before
continuing.

SQL Server software

SQL Server must be installed on the same computer as SCT. The following Microsoft SQL Server
software versions are supported for use with SCT:

+ SQL Server 2016 Standard and Express SP1 (64-bit)
+ SQL Server 2014 Standard and Express SP2 (64-bit)

« SQL Server 2012 Standard and Express SP3 (64-bit)
Before you install or upgrade your SQL Server software, note the following:

« If your computer has SQL Server software installed, verify that its version is supported for the
current version of SCT Release 13.0 software. Go to Verifying your computer has a supported
version of SQL Server software installed.

+ Atool called the SQL Installer is provided on the licensing portal to help you install or upgrade
to any supported version of SQL Server software. If you do not have this tool, refer to the SQL
Server Software Installation and Upgrade Instructions (LIT-12012240) for details on how to install
or upgrade SQL Server software. Also refer to SQL Server Software Installation and Upgrade
Instructions (LIT-12012240) this document if you need to apply a new service pack (SP) to an
existing installation of SQL Server software because the SQL Installer does not support service
pack installations.

+ To use the SQL Installer to install a full version of SQL Server software (for example, SQL Server
2014 Standard edition), you need the Microsoft SQL Server media. To use SQL Installer to install
an Express version of SQL Server software (for example, SQL Server 2014 Express), download the
SQL Server Express installation file from the Microsoft SQL Server Express website.

« The SQL Installer verifies that your computer has the prerequisites you need to install SQL Server,
including Microsoft .NET Framework version 3.5.1. An error message appears if a prerequisite is
not present. You need to install any missing software prerequisites before continuing.

+ The SQL Installer provides an advanced mode that lets you edit the SQL Server command
line options before you start the installation. You can also copy the options, paste them into a
command window, and run the installation at a command prompt. However, use this method
only if you are an advanced user who fully understands SQL Server software options.

+ Ifyou are installing SQL Server software manually, we recommend that you do not enable the
C2 audit tracing feature. With C2 audit tracing enabled, SQL Server creates a large number of
operational log files that might eventually fill the hard disk and crash the server.

* The SA password that you specify in the SQL Installer window must follow the rules for Microsoft
complex passwords. For more information about complex passwords, refer to the Security
Administrator System Technical Bulletin (LIT-1201528).

SCT Installation and Upgrade Instructions 7



« If you select a SQL Server installation package that includes Management Tools, the SQL Installer
adds the SQL Server Management Studio tool for you. No separate installation is necessary. If
you select a version of SQL Server Express software that does not include Management Tools, the
SQL Installer does not add the SQL Server Management Studio tool for you. For details on how
to install SQL Server Management Studio after you install SQL Server software, refer to the SQL
Server Software Installation and Upgrade Instructions (LIT-12012240).

+ Ifyou are installing Metasys server software on a server class machine, SQL Server software must
be installed and running before you install SCT software.

« If after you upgrade to a newer version of SQL Server software, you need to open the Metasys
archive database in an older version of SQL Server software, use the Export Database option in
SCT. Then import the archive that uses an older version of SQL Server software into SCT.

Figure 1 shows the SQL Installer tool. Table 3 describes the fields and selections.

Figure 1: SQL Installer window

[ SQL Installer - 1.0.0.24

[EE)

|° Unified ADS/ADX or SCT

File location of SQL Server Installation Executable File

Find SQL Install Program ] Download Management

V| I accept the Microsoft software Terms and conditions

Studio Install Program

I Split ADX App Server

Split ADX Data Server l

SA Password
SA Password

Software Key

[¥] Show Advanced Options

@ e

&)

Instance Name

MSSQLSERVER1

Windows Account Granted SA Access

9 Local A ors Group

Application Installation Path

Application Installation Patk

Default Database Storage Path
Default Database patt

Command Line Options

QR @WEQE®E® @O

*) Local Windows Administrator

FIG:12011521 _sql_install_helper_form

Table 3: Description of SQL Installer window

Callo |Attribute Action
ut
1 <File Name Location> | Click Find SQL Install Program to enter the location of the SQL
Server software installation or upgrade file (setup.exe or <SQL
Server Install>.exe) in this field.
8 SCT Installation and Upgrade Instructions



Table 3: Description of SQL Installer window

Callo |Attribute Action
ut

2 | <License Check Box> |Select the I accept the Microsoft software Terms and conditions
check box.

3 | Unified ADS/ADX or  |Select this option for a stand-alone SCT computer. This selection

SCT appears only for a new SQL Server installation.

4 | SAPassword Specify a secure SA password for the SQL Server administrator
account. This selection appears only for a new SQL Server
installation.

5 |Software Key Enter the software license key required to activate SQL Server
software, usually found on the media label. This selection appears
only for a new SQL Server installation.

6 | Show Advanced Select this check box to enable the advanced options editing

Options window.

7 | Instance Name Specify a database instance name for SQL Server.

8 | Windows Account Select whether the local Administrators group or the local
Granted SA Access Windows Administrator user is granted administrator rights to SQL

Server databases.
* Local
Administrators
Group
+ Local Windows
Administrator

9 | Application Leave this field blank.
Installation Path

10 |Default Database Leave this field blank.
Storage Path

11 | Command Line Contains the full command-line options that reflect the dialog box
Options selections you made. Only edit the contents of this box if you

fully understand SQL Server software options.

12 | Find SQL Install Click to open a browser window from which you can select the
Program location of the SQL Server installation or upgrade file. Select the

appropriate SQL Server setup (setup.exe) or executable file.

13 |Download Click to access the Microsoft download page to download the
Management Studio |latest version of SQL Server Management Studio (SSMS). SSMS is
Install Program backward-compatible with all earlier versions of SQL Server.

14 | Split ADX App Server | Make no selection; these selections only apply to a split ADX.

Split ADX Data Server

15 |Install New Instance |Click Install New Instance to start the SQL Server software
or Upgrade Existing | installation or Upgrade Existing Instance to start the SQL Server
Instance software upgrade.

If your computer has SQL Server software installed, go to Verifying your computer has a supported
version of SQL Server software installed to verify that you have a version the Metasys software
supports.

The following table lists the default SQL Server installation options that can be used by the Installer.
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Table 4:SQL Server configuration selections

SQL Server configuration
screen

SQL Server Express Edition
selections

SQL Server Standard or
Enterprise Edition selections

Setup Role

N/A

SQL Server Feature
Installation

Feature Selection

Database Engine Services

Management Tools - Basic (if
available)

Unified ADX/0ODS or SCT SCT:
Database Engine Services
Reporting Services
Management Tools - Basic
Management Tools - Complete
Database server on split ADX:
Database Engine Services
Management Tools - Basic
Management Tools - Complete

Web/application server on
split ADX:

Reporting Services
Management Tools - Basic

Management Tools - Complete

Instance Configuration

Default Instance

(Named instance is valid as
well)

Default Instance

(Named instance is valid as
well)

® Note: For a split ADX
that will not be renamed
in the future, use the
default instance for the
SQL service on the web/
application server and
a named instance for
the SQL service on the
database server. Also,
if two web/application
servers point to one
database server, point
each web/application
server to a unique SQL
Server instance on the
data server.
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Table 4:SQL Server configuration selections

SQL Server configuration
screen

SQL Server Express Edition
selections

SQL Server Standard or
Enterprise Edition selections

Server Configuration

SQL Server Database Engine:

For newer versions of SQL
Server software, select
Service\SQLSERVERAGENT.
For older versions of SQL
Server software, select NT
AUTHORITY\SYSTEM

SQL Server Browser:

NT AUTHORITY\LOCAL SERVICE

SQL Server Agent:

For newer versions of SQL
Server software, select
Service\SQLSERVERAGENT.
For older versions of SQL
Server software, select NT
AUTHORITY\SYSTEM

SQL Server Database Engine:

For newer versions of SQL
Server software, select
Service\SQLSERVERAGENT.
For older versions of SQL
Server software, select NT
AUTHORITY\SYSTEM

SQL Server Reporting
Services:

For newer versions of SQL
Server software, select
Service\SQLSERVERAGENT.
For older versions of SQL
Server software, select NT
AUTHORITY\SYSTEM

SQL Server Browser:

NT AUTHORITY\LOCAL SERVICE

Database Engine
Configuration

Mixed Mode

Specify SQL Server
Administrators:

BUILTIN\ADMINISTRATORS
(Administrators)

Mixed Mode

Specify SQL Server
Administrators:

BUILTIN\ADMINISTRATORS
(Administrators)

Reporting Services
Configuration

N/A

Unified ADX/ODS or SCT:

Reporting Services Native
Mode: Install and configure

Web/application server on
split ADX:

Install but do not configure the
report server.

SCT Installation and Upgrade Instructions
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Table 4:SQL Server configuration selections

SQL Server configuration SQL Server Express Edition SQL Server Standard or
screen selections Enterprise Edition selections
SQL Server Configuration Named Pipes: Enabled Named Pipes: Enabled
Manager TCP/IP: Enabled TCP/IP: Enabled

Protocols for <instance

name>

Detailed procedures

Uninstalling existing SCT software introduction

® Note: If you are uninstalling the SCT to install an earlier release, see Uninstalling SCT to install
an earlier release of SCT for more information.

» Important: You need to uninstall SCT Release 11.0 or earlier software before you can use the
Metasys System Configuration Tool Setup to install the latest release of SCT.

» Important: If you receive error messages when you uninstall SCT software, you may have
problems reinstalling it. Diagnose these problems before you attempt to reinstall the software.

» Important: The security database for the SCT application is not available after uninstalling and
reinstalling the software. Before uninstalling the SCT software, document the existing list of
SCT users and after reinstalling the software manually add the users to the database again.

Uninstalling SCT to install an earlier release of SCT

You do not need to install an earlier release of the SCT to work with devices that are at an earlier
Metasys Release. You can use SCT Release 13.0 to manage devices that are at Metasys Release 5.2 or
later.

» Important: To open an archive in the SCT, the archive must be at the same release as the SCT.
If the archive is at an older release, you can upgrade it. However, if you upgrade an archive
in the SCT, you cannot open that archive in an earlier release of the SCT. For example, if you
upgrade an archive to SCT Release 13.0, uninstall SCT Release 13.0, and reinstall SCT Release
12.0, you cannot open the archive in SCT Release 12.0.

If you uninstall the SCT and attempt to install an earlier release, the install may fail because of
conflicting entries in the SQL database. If you need to install an earlier release of the SCT, or need
to open an archive database in an earlier release of the SCT, contact your local Johnson Controls
representative for assistance.

Uninstalling existing SCT release 11.0 or earlier software

Follow these steps to uninstall existing SCT software.

1. Optional: Use the Metasys Database Manager to purge any unwanted data from your
databases and create backups. Refer to the Metasys Database Manager Help (LIT-12011202) for
details.

2. Open Control Panel and select Programs and Features.

3. Right-click Metasys SCT. Click Uninstall or Change/Remove. Click Allow or Yes if prompted
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for consent.
4. The Wizard Welcome screen appears. Click Next.
5. The Database Server selection appears, as shown in the image below. Complete the following
steps:
a. Inthe Metasys SCT data server name field, select the default value that is provided, for
example, (local).
b. Select one of the following authentication methods:

- Windows authentication credentials of current user: Click this button to
log in to the SCT SQL Server software using the Windows operating system
credentials of the user logged in to the computer on which you are removing
the SCT software.

- Server authentication using the Login ID and password below: Click
this button and fill in the Login ID and Password fields to use SQL Server
authentication to access SQL Server software during SCT removal. For Login
ID, enter a valid sa login for the SQL Server software on the SCT computer.
For Password, enter the matching administrator password for the SQL Server
software on the SCT computer.

c. Click Next. A user message appears if the connection to the database fails.

Figure 2: Database server selection

Database Server

Select datab d authenticati thod Jnhnsnn y})I('
elect database server and authentication metho Contl'ﬂ'S

Metasys SCT Setup will uninstall the Metasys SCT databases from the SQL Server below.,

Metasys SCT data server name
I[Icuzaljl

Connect using:

(®) indows authentication credentials of current user:

() Server authentication using the Login ID and password below

Login ID: Isa

Password: |

Installshield

6. The next dialog box asks if you want to remove currently scheduled actions. Click No in
preparation for the SCT upgrade, then click Next.
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Figure 3: Scheduled actions question

Temea—_— Johoseon A

Remove all scheduled actions for Metasys SCT 11.0.0.05807

If Metasys SCT 11.0.0.0580 is going to be uparaded, select MO,

If Metasys SCT 11.0.0.0580 is not going to be upgraded, select YES.

OYes (@ No

Installshield

7. The Remove the Program screen appears. Click Remove to start the SCT uninstallation process.
If you are uninstalling an SCT with the Advanced Reporting System, a message about removing
the Metasys Reports folder may appear. Click OK to continue.

8. You may also see a message about updating files or services. Click OK to continue.

Figure 4: Update files message

The setup must update files or services that cannot be
updated while the system is running. If you choose to
continue, a reboot will be required to complete the
setup.

[ o | [ conal ]

9. The Setup Wizard Complete window appears when the SCT uninstallation is complete. Click
Finish.

10. A computer restart message may appear. Click Yes to restart the computer.
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If the computer has an earlier version of the NAE/NIE Update Tool installed, go to Uninstalling
existing NAE/NIE update tool software. Otherwise, go to Installing the SCT software.

Uninstalling existing NAE/NIE update tool software

Before you can install the latest version of SCT, you need to uninstall any earlier version of the NAE/
NIE Update Tool. Follow these steps.

1. Open Control Panel and select Programs > Programs and Features. The list of installed
programs appears.

2. Select Metasys NAE-NIE Update Tool. Click Uninstall or Change/Remove. A confirmation box
appears.

Figure 5: Uninstall confirmation message

Prograrms and Features

l L Are you sure you want to uninstall Metasys MAE-MIE Update Tool?

[ Inthe future, do not show me this dialog box Yes ] [ No |

3. Click Yes or Allow to continue. A progress window appears. When this window clears, the

NAE/NIE Update Tool is uninstalled. No computer restart is necessary. Go to Installing the SCT
software.

Figure 6: Metasys NAE-NIE Update Tool progress bar

I

Metasys MAE-MIE Update Toal

i|Z|_ Fleaze wait while “Windows configures Metasyz HAE-MHIE Update Tool
=

iy

Time remaining: 1 zeconds

-— Cancel

Opening ports and configuring the Windows Firewall

This section provides an overview on how to open ports to make sure Metasys software and
processes function properly. At Release 8.1 and later, you can create rules to block inbound

and outbound traffic over Port 80 (http). For details on closing ports, refer to the Network and IT
Guidance Technical Bulletin (LIT-12011279).

1. In Control Panel, click System and Security, then click Windows Firewall. The Windows
Firewall window appears.

2.  Inthe Windows Firewall window, make sure the firewall is On. If not, turn on the Windows
Firewall.
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3.

4.

Control Panel Home

Allow a program or feature
through Windows Firewall

| g‘ Change notification settings

| 'ﬂ' Turn Windews Firewsll on or
off

¥ Restore defaults
) Advanced settings
Troubleshoot my network

Figure 7: Windows Firewall

o )

p— - |
LNy 5 i » Control Panel » System and Security + Windows Firewall - Search Control Panel i |

Edit View Tools Help

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

l a Home or work (private) networks

Connected (&)
Networks at home or werk where you know and trust the people and devices on the netwerk

Windows Firewall state:

Block all connections to programs that are not on the
list of allowed programs

|Ih jci.com

Netify me when Windows Firewall blocks 2 new
program

Incoming connections:

Active home or work (private) nebworks:

Motification state:

See also

Action Center

. g Public networks

Metwork and Sharing Center

Mot Connected ()

Click Advanced Settings. The Windows Firewall with Advanced Security window appears.

Figure 8: Windows Firewall with advanced security

File  Action View Help
«=|[E 8E

@ Voo Eusug

Bl Inbound Rules

B Connection Security Rules
» B, Monitoring

4 m L3

& Windows Firewal is on,
® Inbound connedions that do not match a e are blocked.

Public Profile
& Windows Firewal ia on.
® Inbound conneciions that do nat match a ne ame blocked.

Windows Firewal Properties

ﬂ Outbound connections that do mot match a nule are allowed.

o Outhound connections that do ot match a nbe are allwed.

IEL U LI Windows Firewall with Advanced Security on Local Computer Actions
= with Advanced -
‘ Windows Firewal with Advanced Securty provides network: securtty for Windows computen. & Import Policy...
4= Export Policy...
Orverview Restore Default Policy
Domain Profile - Disgnose / Repair
& Windows Frewalis on, 1 View ,
9 inbound connections that do not match & rubs are blacked S
@ Outbound connections that do not match & ks ars allowed. ey
u Properties
Private Profile is Active @ Hep

In the left pane, click Inbound Rules. The Inbound Rules pane appears.
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Figure 9: Windows Firewall - Inbound rules

Eile Action Miew Help
o 2E) =]
@ Winsows st win e
I Lobaund Rules MNarne " Group Profile Enabled i
B Outbound Rules |
h- Comnection Security Rules .BranchCac he Content Retrieval (HTTP-In)  BranchCache - Content Retr... Al Mo
» B, Monitoring .BnnchCac he Hosted Cache Sercer (HTT... BranchCache - Hosted Cach...  All No Al o T Filter by Profile » .
.BnnchCl: he Peer Discovery (WED-In) BranchCache - Peer Discove.. Al o Aoy . 1
.(‘nnneclm 5 Netwark Projector (TCP-In)  Conrnectto s Metwerk Proje..  Private.. Ne Al W Filter by Stabe ’
.(onne:tto a Metwork Projector (TCP-In)  Connectto a Network Proje..  Domain  No Ao W Filter by Group 4
1 Connect to a Nebwork Projector (WSD Ev... Connectto s Network Proje..  Domain Mo Ay View . |
.".‘onnecno a Netwark Projector (WD Ev..  Connectto s Network Proje..  Private..  No Al Refresh |
@ Connect to a Network Projector (WSD B, Connectts a Metwork Proje..  Domain - No Al oo G Refres |
@ Connect to a Nebwork Projector (WSD Ev... Connectto s Network Proje..  Private.. Mo Allow G Exportlist. o
.tnnnecnu a Netwark Prajector (WSD-In)  Connect to a Metwork Proje..  All e Al Help
@core Metwarking - Destination Unreacha.,  Core Netwarking All Yes Bl
OCnrt Metworking - Destination Unreacha., Corne Nebaorking All Yes Allova W
°Curt Metwarking - Dynamic Host Config..,  Core Nebwarking Al Yes Ao 4+ Disable Rule
@ Core Metwarking - Dynsriic Host Config... Core Netwarking all ey Al eviw & cw
o(nre Metworking - Intermet Group Mana..  Core Nebworking All Yes Al —
8 Core Metworking - IPHTTRS (TCP-In) Core Nebaarking All Yes Allow T RO
@ Core Netwarking - IPvé (IPvéi-ln) Core Networking Al Yes Allow K Delete
o(nre Metworking - Multicast Listener Do, Core Nebworking All Yes Al oo ik _J Properties |
— 9 'ﬁlinu_lunnm_._u:rmmu&_ [T Al Var Atimec Help b

5. Inthe Actions pane, select New Rule. The New Inbound Rule Wizard opens and the Rule Type
window appears.
Figure 10: New inbound rule wizard: rule type

Rule Type

Select the type of fireveall rube to creats,

Sheps
l‘ Rule Type Ywihat type of nue would pou e o create?

@ Protocol and Ports

@ Action

@ Fuolie Hkmmmhamm

= Q

that conlrols connections for a TCP or UDP peet.
Predefined: i
i BianchCache - Contert Fetieyval [Uses HTTR) d
| Fiule that controls connections for a Windows: experience.
| ) Custom
Cusstorn e,
Leaen more about s bupers
gk ([ Met> ][ Cancel ]
6. Select Port and click Next. The Protocol and Ports window appears.
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Figure 11: New inbound rule wizard: TCP protocol and ports

& Mew Inbound Rule ‘Wizard
Protocol and Ports

Sleps

@ Fue Type

@ Potocol and Ports:
@ Achon

@ Probile

@ MName

Specily the protocols and ports bo which this e apples.

upop

All local ports
@ Specific local ports:

Diogg thes nule apply to TCP o LDP?

Dioes thie rule apply to all local potz or specihic local ports?

B0.88,135,389,443 44510251433 9910

Lean more about peotogol and porty

<Back [ Mest> ][ Cancel

7. Select TCP, and in the Specific Local Ports field, enter the port numbers (80, 88, 123, 135, 389,
443, 445, 1025, 1433, 9910) as shown in the figure above.
Table 5: Ports to open for TCP protocol

Protocol Port Uses
HTTP 80 TCP
Kerberos 88 TCP
Remote Procedure Call (RPC) 135 TCP
LDAP 389 TCP
Secure Sockets Layer (SSL) 443 TCP
NT LAN Manager Version 2 (NTLMv2) |445 TCP
Remote Procedure Call (RPC) 1025 TCP
Microsoft SQL Server Database 1433 TCP
Microsoft Discovery Protocol 9910 TCP

® Note: For detailed information on the purpose of each port, refer to the Protocols, Ports,
and Connectivity for the Metasys System section of the Network and IT Guidance Technical

Bulletin (LIT-12011279).

8. Click Next. The Action window appears.
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Figure 12: New inbound rule wizard: Action

'vm mm “

| Action
Specily the action to be taken when a connection matches the conditions zpecified in the nle.

Steps
@ Fue Type ‘what action should be taken when a conrection matches the specified conditionz ?
& Protocol ard Ports =

= @ Allow the connection I
= TelederrormECions that ate prolected with IPsec as well &3 those are not,
@ Prolils C

N © Allove the connection if it iz secure
ITH e Thiz inchudes only connections that have been suthenticated by using IPzac. Connections
a:eban;zudu&uﬂusuﬁng:hlPtacmﬂa:aﬂnhsthmuﬂinmly .

 Block the connection
Leain mote sbout schong

[ <pock ][ mea» ][ Concel

LS

9. Select Allow the connection. Click Next. The Profile window appears.

Figure 13: New inbound rule wizard: Profile

@ New Inbound Rule Wizard

| Profile
Specily the profiles for which this nde applies.

Steps
@ Fule Type ‘When does this e apply?
@ PFotocol and Ports
@ Achon

@ Profile
-

MName:

Applhies when a computer iz connected to a public network location.
Lesn mone about peodles

[ <pack ][ Bea> ][ Canesl

10. Keep all profile check boxes selected (default). Click Next. The Name window appears.
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Figure 14: New inbound rule wizard: Name

MName

Sleps

@ Fule Type

@ Protocol and Poits
# Action

@ Profike

@ Mams

&F New Inbound Rule Wizard

Specify the name and descripbon of thiz nde.

1]
delay! [TCP Protocol] 2

Desciption [optonall:

¢Back | Emish || Cancel

11. Specify Metasys (TCP Protocol) asthe name. Optionally, you can add a description to
identify this new rule. Click Finish.
The Inbound Rules table refreshes to indicate the new rule called Metasys (TCP Protocol). Ports
80, 88, 135, 389, 443, 445, 1025, 1433, and 9910 are now open and ready for use.

12. Repeat Step 5 through Step 11 to add a new Metasys inbound rule for the UDP protocol. When
the Protocol and Ports window appears (see figure above), select UDP, and in the Specific Local
Ports field, enter the port numbers as shown in Figure 15 (25, 53, 67, 68, 69, 88, 161, 162, 9910,

9911, 47808).

Table 6: Ports to open for UDP protocol

Protocol Port Uses
SMTP 25 UDP
DNS 53 uUDP
DHCP 67 UDP
DHCP 68 UDP
Trivial File Transfer Protocol 69 uUDP
(TFTP)

Kerberos 88 UDP
Network Time Protocol (NTP) 123 UDP
SNMP 161 UDP
SNMP Trap 162 UDP
Microsoft Discovery Protocol 9910 UDP
SYPE-Transport 9911 UbDP
BACnet® 47808 (changeable; match with |UDP

value in Metasys SMP UI)

® Note: For detailed information on the purpose of each port, refer to the Protocols, Ports,
and Connectivity for the Metasys System section of the Network and IT Guidance Technical

Bulletin (LIT-12011279).

20

SCT Installation and Upgrade Instructions



13. Complete the steps to add the new inbound rule. Name the new rule Metasys (UDP
Protocol).

Figure 15: New inbound rule wizard: UDP protocol and ports

§# New Inbound Rule Wizard ==

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ FRule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports ) TCP

@ Action

@ Profile

@ MName

Does this nule apply to all local ports or specific local ports?

) Al local ports
@ Specific local ports:

25,67,68,53,88,123161,162,9911,47808

Leam more about protocol and ports

| <Back || Net> || Cancel |

When finished, the Windows Firewall with Advanced Security window appears and the Inbound
Rules table refreshes to indicate the new rule called Metasys (UDP Protocol). Ports 25, 67, 68,
69, 53, 88, 123, 161, 162, 9910, 9911, and 47808 are now open and ready for use.

14. In the Windows Firewall with Advanced Security window, verify that the two new Metasys
inbound rules are defined and enabled.
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Figure 16: Metasys inbound rules defined and enabled

&% Windows Firewall v

File Action Miew Help

576 = E

MName Gr;up Profile Enabled Actior =
o

Inbound Rules
Outbound Rules
r‘ Connection Security Rules V  Metas [P Protocol) ‘es Allow i Mew Rule...
» Ml Monitoring 7 Metasys (TCP Protocol) A e Allow
(&) Altova License M etering Port (TCP) All Allow
@Altova License Metering Port (UDP) Al Allow
@ Bonjour Service Public Allow Filter by Group
@ Bonjour Service Public Allow View
@ Bonjour Service Private Allow
@ Bonjour Service Public Allow
@ Bonjour Service Public Allow = Bxportlist..
@ Bonjour Service Private Allow Help
@ Bonjour Service Private Allow

Filter by Profile
Filter by State

Refresh

@ Bonjour Service Private Allow %

@ CyherLink PowerDirector All Allow - || # Disable Rule

L) P TR— vk cu

15. Close the Windows Firewall with Advanced Security window.

16. Close all windows. Go to Verifying your computer has a supported version of SQL Server
software installed.
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Verifying your computer has a supported version of SQL Server
software installed

Table 7: Verify SQL Server software version

1 Start Open the SQL Server
Configuration Manager tool.
Figure 17: Selecting SQL Server
Configuration Manager ® Note:If you do not see
any version of Microsoft
. Microsoft MET Framework SDK v2.0 (64 = | SQL Server on your
. ' computer, you do not
. Microsoft Office R .
. - have this required
. Microsoft Sitverlight f Foll h
| Microsoft SQL Server 2014 software. Follow the
1 Import and Export Data (64-bit) User instructions in this
|, Configuration Tools document for mstallmg a
[ﬁ SQL Server Configuration Manager | Documents Supported version of SQL
E SQL Server Errar and Usage Repo " Server software.
Lon =
ﬁ SQL Server Installation Center (B¢ -omputer
ﬁ SQL Server Installation Center
Control Panel
/| Startup
! Symantec Endpoint Protection Devices and Printers
. Windows 7 USE DVD Downlead Tool
. WinPcap Default Programs
Help and Support
4 Back
| |Search programs and files
2 In the left pane, select SQL
Figure 18: SQL Server Server Services. In the
Configuration Manager right pane, double-click the
SQL Server instance name
Fle action view  ielp (for example, SQL Server .
P PIIEEY [MSSQLSERVER] as shown in
) ergerConfiguration Manager (Local) Na State FIgUI’e 1 8).
"?' ) (T80 Server (MSSOLSERVER) Running
‘. 3 v TETork ConﬂgL.Aratlm.ﬁ Stopped
b B 50l Mative Client 11.0 Configuration FR150L Server Agent (MSSQLSERVER)  Stopped
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Table 7:Verify SQL Server software version

3 Click the Advanced tab and
scroll down to the Version row.
Verify that the version number
is any one of the following:

* 13.x.4001.x (SQL Server
2016 SP1)

+ 12.x.5546.x (SQL Server
2014 SP2)

* 11.x.7001.x (SQL Server
2012 SP4)

If the version matches any of

the listed version numbers,

you have a supported version

of SQL Server software.

If the version does not match
any of these version numbers,
you need to either apply

the required service pack or
upgrade to a newer version
of SQL Server software.
Follow the instructions in

this document for installing

a supported version of SQL
Server software.

Installing or upgrading SQL Server software using the SQL
install helper

As part of the SQL Server installation and upgrade process, SQL Server Setup checks the
configuration of your computer and indicates any potential installation problems. For example,

if you do not have the required version of Microsoft .NET Framework installed, SQL Server Setup
reports an error. Also, if you try to upgrade an old version of SQL Server software that is not at the
minimum service pack level, SQL Server Setup reports an error and cannot continue until you apply
the required service pack update. You must resolve all issues before you continue with SQL Server
software installation.

Upgrading from SCT Release 11.1 or later to Release 13.0

software

® Note: If you have SCT Release 11.0 or earlier installed on your computer you must uninstall
the software before you can upgrade to the latest release.

1. Obtain the installation file.

2. Double-click the MetasysSystemConfigurationTool_13.0.exe. The Metasys System Configuration
Tool Setup window appears.
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Figure 19: Metasys System Configuration Tool setup window

ﬂf‘ Metasys System Configuration Tool 13.0 Setup X

S METASYS

Upgrade

hnson /
J‘nllt:i.'ml:rl:ﬂ:%

3. Click Upgrade. The SQL Server Credential window appears.

Figure 20: SQL Server credential window

ﬂ'(- Metasys System Configuration Tool 13.0 Setup X

Database
SCL Instance localhost

Windows Authentication
Username

Password

» METASYS

4. Loginto SQL Server in one of two ways:

- To log in with Windows Credentials, keep the Use Windows Credentials checkbox
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selected.

- Tologin using SQL Server authentication, deselect the Use Windows Credentials check
box and enter the SA user username and password.

5. Click Upgrade

6. Click Restart to restart the computer. The upgrade is complete.

Figure 21: Software upgrade complete window

ﬂt' Metasys System Configuration Tool 13.0 Setup _ X

Complete!

Restart Now

Installing the SCT software

SCT software one-click installation

® Note: All prerequisite software for SCT and the Software Activation Manager software are
installed through the SCT Installer prior to installing the SCT software.

1. Obtain the product installation file.

2. Double-click the MetasysSystemConfigurationTool_13.0.exe file. The Metasys System Configuration
Tool Setup window appears.
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Figure 22: Metasys System Configuration Tool 13.0 setup window

ﬂt' Metasys System Configuration Tool 13.0 Setup

Install

( wm )

> METASYS

Johnson
Controls

3. Click Install. All prerequisite software for SCT and the Software Activation Manager

software is installed first, then the SCT software is installed. If the install does not detect .NET
Framework 4.6.1 or later on your computer, .NET Framework 4.6.1 is installed.

Figure 23: Install program progress window

ﬂt' Metasys System Configuration Tool 13.0 Setup

Step 3 of &: Applying: Metasys System Configuration Toaol
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4,

5.

If the message Install will continue after restart appears, click Restart Now to

restart your computer. The installation continues after you restart the computer and log in to
Windows.

Figure 24: Restart request window

ﬂt- Metasys System Configuration Tool 13.0 Setup X

Install will continue after restart

Click Finish. The installation is complete.

Figure 25: Installation complete window

ﬂt' Metasys System Configuration Tool 13.0 Setup X

Complete!

After a complete installation and licensing your software, refer to the Extracting the Disk Images
from the Image DVD CD to Your Computer section of the NAE/NIE Update Tool Help (LIT-12011524)
to extract the disk images from the image DVD or CD to your computer.

Obtain field controller packages to install. To import a field controller package double-click
on the package collection file or use the Package Importer, located in the Start menu. The

28
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Package Importer displays the message Finished importing device when the importis
complete.

8. Click the Add License button in the SAM to license SCT software and field controller packages.
Choose the activation method you would like to use for the license: Online with a Product
Key, or Offline with a License Activation File. Once added, SCT software and field controller
package licenses display in the License Inventory.

Figure 26: Software Activation Manager license inventory

Software Activation Manager - - .Hn

Product Feature Name * Version License Type Status Expires License Actions
BCPro Field Controller Package & BCP-FCP Bx Technician Licensed 2018-Oct-01 Choose Action =
System Configuration Tool SCT 13.x Technician Licensed 2018-0Oct-01 Choose Action =
FX Field Controller Package & FX-FCP 8x Technician Licensed 2018-Oct-01 Choose Action =
Metasys Field Controller Package 8 MS-FCP Bx Technician Licensed 2018-Oct-01 Choose Action =

® Note: If you do not license the SCT software after installation, the Software License
Check dialog box appears when you access SCT for the first time.

SCT custom installation

The SCT Custom Installation automatically launches when the installation requires more details
from the user regarding software setup. For example, if the computer already has a version of SQL
Server installed, the user must specify the SQL Server instance to user during SCT setup.

1. Obtain the installation file.

2. Double-click the MetasysSystemConfigurationTool_13.0.exe file. The Metasys System Configuration
Tool 13.0 Setup window appears.
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Figure 27: Metasys System Configuration Tool 13.0 setup window

%r.

Metasys System Configuration Tool 13.0 Setup X

S METASYS

Install

( wm )

johnson Y

Controls
3. Click Custom. The SQL Server Selection window appears with the Database tab highlighted.
Figure 28: SQL Server selection window
’ﬂi’- Metasys System Configuration Tool 13.0 Setup _ X
SAL Instance | locathost w
General Windows Authentication
Username
Password
» METASYS
Install
4. Select the Install SQL Server Express Locally or Use Existing Database Server options to
set up your SQL Server preferences, then select one of the following SQL login authentication
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options:

- Windows authentication credentials of current user (select the Windows
Credentials check box)
- Select this option to log in to the SQL Server software by using the Windows
operating system credentials of the current Windows user.

- To use this option, the current Windows user must be a member of the SQL Server
sysadmin role for the Selected SQL Server.

- SQL Server Login and Password (Username and Password fields)
- Fill in the SQL Username and Password fields to use SQL Server authentication

to access SQL Server software during the installation. In the SQL Username field,
enter a SQL Server user who is a member of the sysadmin role for the selected SQL
Server. In the Password field, enter the corresponding password.

5. Click the General tab.

Figure 29: General tab screen

ﬂt' Metasys System Configuration Tool 13.0 Setup X

Catabase
Install Path

m C-\Program Files (x86)\Johnson Controls Browse

» METASYS

6. Verify that the Install Path indicates the location under which you want to install SCT. If you
want to install SCT to a custom location, click Browse and select a location.

7. Click Install. All prerequisite software for SCT and the Software Activation Manager software is
installed first, then the SCT software is installed. If the install does not detect .NET Framework
4.6.1 or later on your computer, .NET Framework 4.6.1 is installed.
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Figure 30: Installing program progress window

ﬂt' Metasys System Configuration Tool 13.0 Setup X

Step 2 of B: Applying: Package Importer

8. Ifthe message Install will continue after restart appears, click Restart Now to
restart your computer. The installation continues after you restart the computer and log in to
Windows.

Figure 31: Restart request window

ﬂt- Metasys System Configuration Tool 13.0 Setup X

Install will continue after restart

9. Click Finish. The installation is complete.
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Figure 32: Installation complete window

Complete!

ﬂf- Metasys System Configuration Tool 13.0 Setup X

10. After a complete install, refer to the Extracting the Disk Images from the Image DVD CD to Your
Computer section of the NAE/NIE Update Tool Help (LIT-12011524) to extract the disk images from

the image DVD or CD to your computer.

11. Obtain field controller packages to install. To import a field controller package double-click
on the package collection file or use the Package Importer, located in the Start menu. The
Package Importer displays the message Finished importing device when the importis

complete.

12. Click the Add License button in the SAM to license SCT software and field controller packages.
Choose the activation method you would like to use for the license: Online with a Product
Key, or Offline with a License Activation File. Once added, SCT software and field controller

package licenses display in the License Inventory.

Figure 33: Software Activation Manager license inventory

Software Activation Manager 9' ﬁ .ﬂu

License Inventory &

View License Details Add License

Product Feature Name * Version License Type Status Expires License Actions

BCPro Field Controller Fackage 8 BCP-FCP ax Technician Licensed 2018-0ct-01 Choose Action *

System Configuration Tool SCT 13x Technician Licensed 2018-Oct-01 Choose Action +

FX Field Controller Package 8 FX-FCP Bx Technician Licensed 2018-Oct-01 Choose Action =

Metasys Field Controller Package & MS-FCP Bx Technician Licensed 2018-0Oct-01 Choose Action =
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® Note: If you do not license the SCT software after installation, the Software License
Check dialog box appears when you access SCT for the first time.

Uninstalling the SCT Release 12.0 and later software

1. On the Start menu, click Control Panel. The Control Panel appears.
2. Go to Programs > Programs and Features. The Programs and Features window appears.

3. Inthe program list, right-click Metasys System Configuration Tool XX.0 and click Uninstall. The
Metasys System Configuration Tool Setup window appears.

Figure 34: Metasys System Configuration Tool setup window

iwf- Metasys System Configuration Tool 13.0 Setup _1c

L METASYS

Uninstall

4. Click Uninstall. The Remove Databases window appears.
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Figure 35: Remove SCT databases window

ﬂt' Metasys System Configuration Tool 13.0 Setup X

Database
Femove databases

S0L Instance localhost

Windows Authentication
Username

Password

» METASYS

Uninstall

Notes:

- The Remove Databases checkbox is selected by default. If you wish to keep the
application's runtime databases after SCT is uninstalled, deselect the Remove
Databases checkbox.

- The Remove Databases option only deletes the application runtime databases:
MetasysSCT, ActionQueueSCT, and SCTTranslationDictionary. It does not remove all
existing archive databases.

5. Loginto SQL Server in one of two ways:

- Tolog in with Windows Credentials, keep the Use Windows Credentials checkbox
selected.

- To login using SQL Server authentication, deselect the Use Windows Credentials check
box and enter the SA user username and password.

6. Click Uninstall. The Uninstall Program Progress window appears.
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7.

Figure 36: Uninstall program progress window

{ﬂ[ Metasys System Configuration Tool 13.0 Setup X

Step 1 of 6: Applying: Authentication Offline Service

Click Restart to restart the computer and complete the uninstallation process.

Launching the SCT user interface

To launch the SCT UI, do one of the following:

On the SCT computer, go to Start > Programs > Johnson Controls > Launcher. If you are using
Windows 10, Windows 8.1, Windows Server 2016, Windows Server 2012 R2, or Windows Server
2012, click the Launcher tile on the Start screen. Follow the steps in Launcher Help (LIT-12011742)
for adding the SCT computer's profile to the Launcher.

On another computer on the same network as the SCT computer, first uninstall any older version
of the Launcher software from the client. Then, browse to https://[name or address]/SCT/ where
[name or address] is the computer name or IP address of the computer that SCT is installed on.

When you browse to the SCT computer from a client for the first time, the Launcher Download
screen appears (Figure 37). The Launcher download installs a private version of the Java Runtime
Engine (JRE) on the client computer that is used to start the SCT user interface. Click Full
Launcher Installer to retrieve the user interface files from the SCT computer, then run the
Launcher installation file. For details, refer to the Launcher Installation Instructions (LIT-12011783).
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Figure 37: Launcher download screen

Launcher Download

L5 METASYS

Metasys Host Information Full Launcher Installer

“ersion: 13.0.0.4500
Default Language: en_US

il
Johnson ';y)kl:l 2 Johnson Controls 2013 - 2016
Controls

+ After you install the Launcher to your local hard disk, double-click its icon on the computer
desktop. The Main Screen of the Launcher appears. Add a profile for the SCT computer. For
details, refer to Launcher Tool Help (LIT-12011742).
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Figure 38: Launcher main screen

It ull't;j1

Launcher

§ L METASYS

Delete Launch

+ | IPHost Mame
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| Version:
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Johnson w)ﬁ @ Johnson Controls 2013 - 2017
Controls

+ After you add the SCT profile, select it from the profile list under the SCT tab and click Launch.
The Metasys System Configuration Tool login screen appears.

* Log in with the MetasysSysAgent user and default password. To obtain the default password,
contact your local Johnson Controls representative. The Change Password screen appears for
the MetasysSysAgent user. Type the old password, then type a new password twice. The new
password must follow the rules listed in the Change Password screen. To look up words that
cannot be passwords, click View Blocked Words List.

+ Click OK. When Successfully changed the password appears in the Change Password dialog
box, click OK. The Terms and Conditions dialog box appears. Click Accept. If no existing archive
databases exist on the system, the New Archive Wizard user interface screen appears (Figure 39).
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Figure 39: New archive wizard screen
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+ To learn how to create a new archive and use all the features of SCT, refer to Metasys SCT
Help (LIT-12011964). If you see any error messages while logging in to and using SCT, see
Troubleshooting.

Browsing to the Metasys Ul Offline or SCT Pro

To browse to the Metasys UI Offline or the SCT Pro from a client computer or device, use a
supported web browser and go to the web address shown in the table below, where [Host Name or
IP address] is the server name of the SCT computer or IP address of the SCT computer.

Table 8: Web addresses

Tool Web address (URL)
Metasys UI Offline https://[Host Name or IP address]/UIOffline
SCT Pro https://[Host Name or IP address]/SCTPro

If you are browsing to the Metasys Ul Offline or the SCT Pro on the SCT computer, use /ocalhost as
the Host Name.
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® Note: Ensure that your web browser has cookies enabled before browsing to the Metasys Ul
Offline or the SCT Pro.

» Important: We strongly advise that you do not browse to the Metasys UI, Metasys UI Offline,
or any website from an ADS/ADX or ADS-Lite computer. Using web browsers to access web
sites on the ADS/ADX or ADS-Lite could potentially expose your ADS/ADX or ADS-Lite to
malicious software, including ransomware. We recommend browsing to the Metasys UI,
Metasys UI Offline, or other websites on a client computer or device only.

Authentication

The Metasys UI Offline and the SCT Pro use the same credentials as the SCT. To log in to the Metasys
UI Offline or the SCT Pro, use your SCT username and password.

Security certificate warnings

® Note: Ensure that your web browser has cookies enabled before browsing to the Metasys UI
Offline or the SCT Pro.

When browsing to the Metasys UI Offline or the SCT Pro, your web browser displays a security
certificate warning if your Metasys UI Offline and SCT Pro site does not have a trusted security
certificate. If you enter localhost as the server name, your web browser displays a security
certificate warning even if you install a trusted security certificate.

If you see this warning, browse to the Metasys UI Offline or the SCT Pro site by doing the following:
+ For Google® Chrome™ browser:

a. Tap or click Advanced.

b. Tap or click Proceed to [name or IP Address], where [name or IP Address] is the computer
name or IP address of the computer that SCT is installed on. The Metasys UI Offline or the
SCT Pro login screen appears.

+ For Windows Internet Explorer 11 or Microsoft Edge, tap or click Continue to this website (not
recommended). The Metasys Ul or the SCT Pro login screen appears.

« For Apple® Safari® browser:
+ Tap or click Continue in the Cannot Verify Server Identity window. The Metasys UI Offline or the
SCT Pro login screen appears.

® Note: The Metasys UI Offline does not support autofill functionality for the username or
password fields.

For more information about implementing security certificates for the Metasys Ul or the SCT Pro
sites, refer to the Appendix: Security Certificate Implementation section of the Network and IT Guidance
Technical Bulletin (LIT-12011279).

Troubleshooting

Problem Solution

You experience installation | The error messages are located in the following folder:
roblems and would like to

P C:\Users\<username>\AppData\Local

consult the error log.

Look for the file called:

\Metasys_System_Configuration_Tool_<xxXxxXxxxxxxx>.htmI.
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Problem

Solution

You receive the following
error message when
installing SCT:

Metasys System
Configuration Tool
(SCT)
version detected.
Please remove SCT and
then run this setup

previous

again.

A previous version of SCT is installed on the computer. You must
uninstall any previous version of SCT before installing. Follow the
directions in the Uninstalling existing SCT release 11.0 or earlier
software and Uninstalling existing NAE/NIE update tool software
sections and try the installation again.

You receive the following
error message when
installing SCT:

No valid MSSQL Server
instances found on
the local machine.

There are two instances that cause this error to occur:

* Anunsupported version of SQL Server is installed on the computer.
* or

* You have a computer with a version of Windows that does not
support the one-click install (for example, Windows Server 2012)
and no version of SQL Server installed.

Cancel the installation and see SQL Server software to review the

supported versions of SQL Server. Then, upgrade to a supported

version before you proceed with the SCT installation.

In the SQL Server
Management Studio,
SQL Server Agent has the
following text after it:

(Agent XPs disabled)

CTOOLS is a 16-bit program and is not supported on any 64-bit
operating system. Click OK to close the user message window.

During the installation of
Windows 8.1 features, a
Windows Features dialog
box appears that reads:

Windows needs files
from Windows Update
to finish installing
some features.

Two choices are given:

Download files from
Windows Update

Don't connect to
Windows Update

This is normal.

This text appears if you install SQL Server software without
Notification Services, which is not required for the SCT.
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Problem

Solution

One of these error
messages appear when
you try to log in to the Site
Management Portal:

HTTP 404 File not
found Internet
Information Services

Page cannot be found

Windows 8.1 is trying unsuccessfully to access the Internet to
retrieve .NET Framework version 3.5.1 files or other necessary
updates. Select either choice and refer to Installing Required Features
without Internet Connection for Windows 8.1 in the Metasys Server
Installation and Upgrade Instructions PDF (LIT-12012162) for further
instructions.

While using the SQL
Installer tool, you receive
a user or error message
during SQL Server
software installation

or upgrade. Possible
messages include:

SQL Server Install
error

Instance Name already
installed

Install failed -
Missing Windows
Installer 4.5

Install failed -
Missing .NET 3.5.1
SP1

No new features were
installed during the
setup execution

The OS does not

meet the minimum
requirements for this
SQL Server install

Install failed - Bad
software key

WARNING:
install the following
prerequisites: .NET
3.5.1 SP1, Windows
Installer 4.5

Please

To eliminate either of these errors, follow these steps:

1.

2
3.
4

N oowu

Exit all programs.

Uninstall the SCT software.

Press the Windows key + R. The Run dialog box appears.

Type %TEMP% and click OK. Windows Explorer opens to display

the contents of the temp folder.

Delete all files and folders in this directory.

Restart the computer.
Reinstall the SCT software.
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Problem

Solution

While using the SQL
Installer tool, you
experience installation
problems after you edit
the text in the Command
Line Options window of
the SQL Installer.

Consult the error log file. The error messages file is located in the
following folder:

C:\Program Files\Microsoft SQL Server\<number based on the SQL
release>\Setup Bootstrap\Log\Summary.txt

Correct the problem and try the SQL Server installation or upgrade
again.

You receive the following
error message while
installing SCT:

Metasys NAE/NIE

Update Tool (NUT)
previous version
detected.
remove NUT and then

Please

run this setup again.

The text within the Command Line Options window contains errors.

Correct the errors or restart the SQL Installer so that the Command
Line Options window defaults to its original content.

The SCT software does not
function correctly after you
do one of the following:

+ Attempt to reinstall
SQL Server software
because it appears to be
damaged.

+ Upgrade from a older
version of SQL Server
Express software to a
newer version of SQL
Server Express software
outside the regular
upgrade process.

A previous version of the NAE/NIE Update Tool is installed on the
computer. You must uninstall prior versions of the NAE/NIE Update
Tool before installing SCT. Follow the directions in the Uninstalling

existing NAE/NIE update tool software section and try the installation

again.
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Problem Solution

After upgrading to a newer | To correctly change your SQL Server software outside the usual

version of SQL Server, SCT |installation or upgrade process, follow these steps:

no longer starts. 1. Back up all archive databases and back up the historical
databases: JCIAuditTrails, /CIEvents, /CIHistorianDB,
JCIltemAnnotation, and MetasysReporting.

2. Uninstall the SCT and ADS/ADX software using Add/Remove
Programs or Uninstall a Program.

3. Reinstall or upgrade SQL Server software as you intended.

4. Reinstall the SCT.

5. Restore the archive databases and the historical databases:
JCIAuditTrails, JCIEvents, /CIHistorianDB, JCIItemAnnotation, and
MetasysReporting.

If you have already changed SQL Server software without uninstalling

the SCT, follow these steps:

1. Back up all archive databases and back up the historical
databases: JCIAuditTrails, /CIEvents, /CIHistorianDB,
JCIltemAnnotation, and MetasysReporting.

2. Uninstall the SCT software using Add/Remove Programs or
Uninstall a Program.

3. Reinstall the SCT.

4. Restore the archive databases and the historical databases:
JCIAuditTrails, JCIEvents, JCIHistorianDB, JCIItemAnnotation, and

MetasysReporting.
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Problem

Solution

The following error
appears when you try to
log in to the SCT:

Unable to Authorize
Active Directory
User.

To correctly change your SQL Server software outside the usual

installation or upgrade process, follow these steps:

1. Back up all archive databases and back up the historical
databases;/CIAuditTrails, JCIEvents, /CIHistorianDB,
JCIltemAnnotation, and MetasysReporting.

2. Uninstall the SCT software using Add/Remove Programs or
Uninstall a Program.

3. Reinstall or upgrade SQL Server software as you intended.
4. Reinstall SCT.
5. Restore the archive databases and the historical databases:

JCIAuditTrails, JCIEvents, JCIHistorianDB, JCIltemAnnotation, and
MetasysReporting.

If you have already changed SQL Server software without uninstalling
the SCT, follow these steps:

1. Back up all archive databases and back up the historical
databases;/CIAuditTrails, JCIEvents, JCIHistorianDB,
JCIItemAnnotation, and MetasysReporting.

2. Uninstall the SCT software using Add/Remove Programs or
Uninstall a Program.

w

Uninstall the SQL Server software.

Ea

Using Windows Explorer, browse to C:\Inetpub\wwwroot and
delete the MetasysIII folder.

5. Browse to C\WINDOWS\inf\009 and C:\WINDOWS\inflinc and
delete the MSSQLServer folder in each one.

o

Install SQL Server software.
Reinstall SCT.

8. Restore the archive databases and the historical databases:
JCIAuditTrails, JCIEvents, JCIHistorianDB, JCIItemAnnotation, and
MetasysReporting.

N
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Problem

Solution

The following error
appears when you try to
log in to the SCT:

Error: Unable to
Login. Unexpected
Error.

The user may have recently changed the password of their Active

Directory® (AD) domain account, their account is locked out, or their

account does not have sufficient privileges. To work around this

problem, follow these steps:

1. Login to the Site Management Portal Ul and select Tools >
Administrator.

2. Select Active Directory > Configure.
3. Select the user’s account and click Edit.
4. Change the password to match the user’s new AD password.

5. Click Save.

To permanently solve this problem, use a dedicated Active Directory
account that has the password set to never expire as the Active
Directory Service Account. (For details, refer to the Security
Administrator System Technical Bulletin [LIT-1201528]).
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Problem

Solution

(Continued) The following
error appears when you
try to log in to the SCT:

Error: Unable to
Login. Unexpected
Error.

Solution 1:

The Internet Explorer web browser proxy setting is set to bypass the
proxy server for local addresses. To resolve this problem, start the
browser and select Tools > Internet Options. Click the Connections
tab, then LAN Settings. On the Local Area Network Settings window,
select Automatically Detect Settings and select Use automatic
configuration script. Type the address of the proxy server. Then,
clear both check boxes under the Proxy server section. Relaunch the
browser.

Solution 2:

The URL of the SCT you entered included a space. Remove the space
and reload the page.

Solution 3:

The Launcher is configured to use a proxy server, even though the
network does not require a proxy server. Open the Launcher and
click the Network Settings button. On the Network Settings window,
select Use browser settings.

Solution 4:

Microsoft SQL Server is not running. Start the SQL Server service with
the SQL Server Configuration Manager.

Solution 5:

SQL Server is missing from the computer’s Path variable. To resolve
this problem, follow these steps:

1. Select Settings > Control Panel > System.

2. Click the Advanced tab, then click Environment Variables
button.

3. Under System Variables, double-click the Path entry.

4. On Edit System Variable window, make sure the SQL path is
present somewhere within the variable value string. The path
should be the following for SQL Server software:

5. ;C:\Program Files\Microsoft SQL Server
\MSSQL10_50.MSSQLSERVER\MSSQL\Binn.

For SQL Server 2012 software, the path should be:
;C:\Program Files\Microsoft SQL Server\MSSQL11.MSSQLSERVER
\MSSQL\Binn.
6. If the path is not present, add it using a semicolon (;) at the start
of the string as a separator.
Solution 6:
The computer contains files from an earlier operating system or from
an earlier version of Metasys software that are conflicting with the

updated software. Verify that a folder with an older OS does not exist
on the hard disk (for example, WINDOWS.OLD).
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Problem

Solution

You change the default
language of the SCT, but
when you log in, you do
not see the new default
language.

Solution 7:

SCT has become corrupted and access to the Metasys system folder is
broken. To resolve this problem, uninstall SCT then reinstall it.

Solution 8:

The computer is using an older version of the Internet Explorer web
browser. Upgrade the browser to version 11.

The following error
appears when you launch
SCT from the Launcher:

Missing Resource
File.

To resolve this problem:
1. In Control Panel, select Administrative Tools > Services.

2. Right-click IIS Admin and select Stop.

3. In Windows Explorer, browse to C:\WINDOWS\Microsoft. NET
\Framework\v2.0.50727\ Temporary ASP.NET Files\sct

4. Delete the files in the sct folder.
5. In the Services window, right-click IIS Admin and select Start.

6. Close all windows and log in again.

The following error
appears when you launch
SCT from the Launcher:

HTTP Error 500.19 -
Internal Server Error

The requested page
cannot be accessed
because the related
configuration data
for the page is
invalid.

You are trying to use an older version of Launcher that is not
compatible with this SCT release. Uninstall the old version of
Launcher, then try again. Or to have the latest Launcher pushed to
your computer directly from the SCT computer, open the browser and
go to http://<sct computer name or IP address>/launcher.msi.

The Software Activation
Manager Notice dialog
box appears when you
launch SCT.

To resolve this problem:

1. Open the Software Activation Manager software installed with
SCT.

2. Validate SCT and your field controller package files are listed as a
Licensed status.

3. IfSCT or the field controller packages are listed as Unlicensed,
select Activate New in the Choose Action drop-down list or click
the Add License button.

4. Follow the on-screen prompts through the License Portal or
upload an offline License Activation File. When your software is
licensed, open the SCT software.
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Software terms

Use of the software embedded in this product or access to the hosted services (including Saa$S
and Paas$) applicable to this product, if any, is subject to applicable terms set forth at http://
www.johnsoncontrols.com/techterms. Your use of this product constitutes an agreement to such

terms. If you do not agree to be bound by such terms, you may return the unused product to your place

of purchase.
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